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          1. Introduction to 21CFR and Its Importance

The FDA 21 CFR Part 11 regulates the use of electronic records and electronic signatures. 

This regulation is of importance to pharmaceutical, healthcare, and other biological & drug 

manufacturers.

The 21 CFR (Code of Federal Regulations) Part 11 code has been designed for storing 

electronic documentation securely with the use of electronic signatures. The 21 CFR demands 

and ensures data security by validating the electronic instrument, an audit trail for every action,

 electronic copies of the records, and safe retention of the electronic records. 

21 CFR compliance benefits the industries by eliminating the paper record system and 

increasing the authenticity of data and records via electronic security mechanisms.

Microlit has always upheld the importance of maintaining the validity, reliability and authenticity 

of the experiments conducted with its high precision liquid handling instruments. Consequently, 

the Microlit E-Burette software is in compliance with the FDA 21 CFR Part 11.

The users can conduct titration experiments and simultaneously record the experiment readings 

(titre values) on the E-Burette software. Based on the inputs and the readings received, the 

software automatically computes the molarity/normality of the analyte.

Furthermore, the software allows the user to perform volumetric titration to create volume

standards. The user can also perform assay titration to evaluate the molarity or normality of the

analyte. The integrity of the data is protected by implementation of regulations laid down

by the FDA.

         2. System Compatibility

The E-Burette 21 CFR software is compatible with Windows Operating System only.

    3.      Software Installation

3.1 Server Setup

Before installing the 21 CFR Part 11 compliant E-Burette Software, you need to set up the 

server in your LAN or WiFi network.  Note that you might have to consult your IT department 

for the following steps:

.

A.  Database Execution

• Download and install the SQL Database Management Studio to the Desktop

    Sign-up and login with your credentials.  

    Note: The software is compatible with the free or Express Edition of SQL DBMS.

•  Copy the E-Burette Script file available on the provided flash drive to your database studio 

   or double-click on the E-Burette script (Image 1).

(Image 1)

(Image  2)

Note: The execution of this script is mandatory for the functioning of the software.

B. IIS Configuration 

 • Choose a Windows system that has to be configured as the Server and which can be accessed 

   wirelessly via LAN or Wifi from other systems in your facility 

• Configure IIS (Internet Information Services)

   Press the Windows + R button and search for the “inetmgr” (Image 3), to check whether your 

   device is configured with IIS or not.

• The script will be opened in the SQL studio. Execute and save the script (Image 2) .
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If configured, an internet information service manager will pop-up on your screen with your 

desktop details (Image 4). 

If IIS is not configured, a pop-up will display “windows cannot find 'inetmgr' “. 

Make sure to type the name correctly, and then try again. 

To configure the IIS with your system, go to the “Program & Features” section (Image 5) and turn on 

the Windows feature (Image 6), and check-mark all the IIS features. Once the changes are applied,

do restart your computer. 

To confirm the configuration, press the 'Windows + R' button and search again “inetmgr”.

If the configuration is completed, Internet Information Services (IIS) Manager will open.

(Image 7)

If the configuration is incomplete, a pop-up with “windows cannot find 'inetmgr' “ will appear. 

Please ensure that the required IIS features are already marked. Also, make sure that a dot 

network framework must be installed compatible with your windows before configuring the IIS.

Note: It is recommended that a 4.5.2 dot network framework be installed.
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(Image 3)

(Image  4)

(Image  5)

(Image  6)

(Image  7)



Note: Static IP address is required to run the application.

To confirm that the application has been hosted: 

•  Go to the IIS Manager, click on the sites and select your E-Burette file. (Image 11)

•Click on the IP under browser website. (Image 12)

•You will be redirected to the application main page. (Image 13)

You may also copy the static IP to your browser and it will redirect to the application's 
main login page if the web hosting is correct.

C. Execution of Web Application/Hosting 

• Run the Web Application file.

   Copy the “Web Application” file provided along with the software in the flash drive (e.g., 

   publish file; Image 8), and save it to your Desktop drive (e.g., E or D). 

Note: Do not copy the files on primary drive or local disk or window drive. 
Search for “inetmgr” and the internet information services dialog box will pop up. Right-click 
on the sites then to 'add website' (Image 9).

Copy the path of the web application file from the drive and paste it to the physical path.

Enter the Site Name (eg. EBurette) and select the Application pool (as applicable).

Bind the IP address along with the port ( Image 10).
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(Image 8)

(Image 9)

(Image 10)

(Image 11) (Image 12)

(Image 13)



3. Click on the Next button of the 'Install Shield Wizard' to install to this folder or click on the 

Change button to install to a different folder (Image 17).

Note: Please ensure that the E-Burette software setup file has been installed and the license key 

has been activated correctly before hosting on the server.

3.2 Client/Middleware Setup

A. Installation

To access the 21 CFR software, install the middleware setup on the configured system.

To run the software, perform the following steps:

1.  Double click on the E-Burette software icon (Image 14) to install the E-Burette software file 

to your desktop. 

The installation of the software will begin (Image 15).

2. Click on the next button to let 'InstallShieldWizard' install the E-Burette setup on your computer

 (Image 16).

4. We recommend modifying the file destination folder, preferably non-window drive (Image18).

5.  Click on the Next button once the destination folder has been selected (Image 19).
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(Image 14)

(Image 15)

(Image 16)

(Image 17)

(Image 18)

(Image 19)



 

  

 
6.  Click on the Install button to install the program (Image 20).

7.  Click on the Finish button on the device driver installation wizard (Image 21).

8.  After successful installation, an icon will appear on your desktop. Double click on the icon and the 

license key window will appear (Image 22).

B. Licensing Key

To activate the software licence, enter the 16-digit code provided in the box (Image 23).

          4. Operating 21 CFR Software

4.1 Registration

Open the Microlit 21 CFR E-Burette Software on your browser. Sign-in to start your session 

with the default registered email address and default password provided in the box. 

The first sign-in will allow the registered user to update the login password (as a super-admin) 

by answering the security questions (Image 25). 

To create/update passwords, it is important to meet the password requirements (Image 26).

Sign-in again using your new credentials.

Please ensure internet connection while enabling the 

licensing key.

9 10

(Image 20)

(Image 21)

(Image 23)

(Image 25) (Image 26)

You may log in to the 21 CFR E-BURETTE software on your 

browser (Image 24).

Log in with the credentials provided along with the box 

and software calibration report and reset your password 

as per the instructions.

(Image 22)

(Image 24)



 

 

 

 

 

 

 

 
4.2 Onboarding

The first log-in allows the super admin or the registered user to update the company profile, 
creating and updating new users, assigning the users different roles and permissions. 

Steps for Onboarding: 

A. Company Profile Setup (Image 27)

Add your company information and fill in all the required fields (including company name, 
contact number, email, communication address, and company logo). 

 

(Image 27)

 

 

B. Password Configuration (Image 28)

 

The changes made will be applied to all the users.

 

•

 

Password expiration-

 

Depicts the number of days the set password will expire

 

•

 

Password expiration extension-

 

Depicts the number of days allowed for a password reset. 
It provides extra time for the user to change the password after its expiration.

 

•

 

Password Uniqueness-

 

Depicts the number of recent passwords that cannot be used.

 

•

 

Auto logout (min.) -

 

The minimum time

 

duration after which the account will 
automatically be logged out if no activity is performed.

 

•

 

Account disable criteria-

 

This is the total number of unsuccessful login attempts allowed, 
after which the account will be disabled.

 

 

 

(Image 28)

 

 

C. SMTP Configuration

 

 

The SMTP configuration enables the sending of emails when a user is created (Image 29).

 

(Image 29)

1. Setting up the SMTP configuration:
-

  

To set SMTP in cPanel, first create an email account on the server. 

 

In cPanel navigate to the Email Accounts section and create the email account (Image 30).
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•
•

(Image 30)

-



The c Panel will generate the account. Once you select the details- a domain, a username, 

and a password, click on the CREATE button (Image 31).

Click on the CONNECT DEVICES to configure the client with the server (Image 32).

You will find the username, the URL, and the SMTP port number of the outgoing server. 

2.  Setting up SMTP for Gmail-

• The outgoing email (SMTP) server for Gmail: smtp.gmail.com

• Use authentication: YES

• Use secure connection: YES (TLS or SSL depending on your mail client/ website SMTP plugin)

•  Username: Your Gmail account (e.g. user@gmail.com)

•  Password: Your Gmail password 

•  Port: 465 (SSL required) or 587 (TLS required)

3.  Setting up SMTP for Yahoo-

•  The outgoing email (SMTP) server for Yahoo: smtp.mail.yahoo.com

•  Use authentication: YES

• Use secure connection: YES (TLS or SSL depending on your mail client/ website SMTP plugin)

•  Username: Your Yahoo account (e.g. user@yahoo.com)

•  Password: Your Yahoo password 

•  Port: 465 (SSL required) or 587 (TLS required)

4. Setting up SMTP for Hotmail-

•  The outgoing email (SMTP) server for Hotmail: smtp.live.com

• Use authentication: YES

• Username: Your Hotmail account (e.g. user@yahoo.com)

Password: Your Hotmail password 

Port: 25 or 465
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(Image 31)

(Image 32)

(Image 33)

 Enter these details into the software page to complete the setup . (Image 33)

.



5.  Setting up SMTP for Outlook-

• The outgoing email (SMTP) server for Outlook: smtp-mail.outlook.com

• Sending limits: 3000 emails or 100 recipients a day

• Username: Your Outlook account (e.g. user@outlook.com)

• Password: Your Outlook password 

• Port: 587 (With TLS) or 25 (Without TLS/SSL)

D. Role Creation & Permissions 

This onboarding step allows the super-admin to create or update Roles (or User Types) and 

assign them the permissions to view other users and their experiments  (Image 34).

A default configuration is provided which can be further customized, as per the customer’s 

requirement.

1. Role Creation (Image 35)

The software has a default configuration of roles- Super Admin > Admin> Analyst. The user can 

modify it as per the requirement.  

Follow the given steps to create a new role:

• Enter the role name you wish to create.

•  Mark the checkbox and assign the permissions of which other roles this new role can create.

   If you do not wish to assign this new role the permission to create other roles, leave the marks 

   unchecked.

• Click on the 'Submit' button after completion.

• If you do not want to change/create any role, click on the 'Next'  button.

2. Permissions (Image 36)

The default roles (super admin, admin, and analyst) have been assigned the permissions which 

can be modified by the user. The Super Admin has ALL permissions, the Admin has TREE 

permissions, and the Analyst has no permissions.

Role View Rights- 

• Only Show Own Users- Allows the new users or existing users to view/edit only the users

   they have created.

•  Show Tree Users- Allows the new users or existing users to view/edit all users with roles that 

   the user can create.

*Tree: Includes all users with roles that the new role can create.  

Experiment View Rights-

•  Only Show Own Users- Allows the new users or existing users to view the experiment reports 

   of only the users they have created.

•  Show Tree Users- Allows the new users or existing users to view/review experiment reports 

   of all the users with roles that the user can create

*Tree: Includes all users with roles that the new role can create.  

E. Navigation Permissions 

The navigation permissions allow the super admin to assign and authorize the navigation controls

to the users created (Image 37).
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(Image 34)

(Image35)

(Image 36)

(Image 37)



The super admin can authorize what controls the users can have access to.

The super admin has access to all the controls, by default (Image 38).

Once done, click on the 'Finish' button.

4.3 Dashboard

The dashboard is the main page or the home page which will open whenever the users login 

(if they have been assigned the dashboard under navigation control)  (Image 39).

The user can access the profile and change the password by clicking on the name in the top 

right corner. The user can also sign out from here.

4.4 User Management

User management enables users to add, edit, view, or disable any new or a particular user

(Image 40).

A list of all active and inactive users can be accessed. 

A. Add User  (Image 41)

•  To add a new user, go to the 'User Management' section. Enter the name, email address, and select 

   the roles which you may want to assign (from the drop-down).

•  Login with authorized system only. To ensure data security, while creating a user, authorize 

   the system to restrict the logins from authorized desktops only.

•  The one who is creating the user, can disable it or change the assigned roles.

B. Edit Users  (Image 42)

• Click on the 'Edit' button to amend or update the changes to an existing user. 

•  It allows the authorized user to change the role, name, or email address. 
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(Image 38)

(Image 39)

(Image 40)

(Image 41)

(Image 42)



C. View Users (Image 43) 

• Click on the 'View Detail' button to view the details of existing users. 

D. Disable Users (Image 44)

� Click on the 'Disable' button to disable the existing users. 

4.5 Configuration

A.  Navigation Control

Allows to assign or reassign the navigation permissions to the users (Image 45).

B.  Password Configuration (similar to the onboarding step 2)

This allows the user to set the accounts password activity. The changes applied here will be 

applicable to all the existing users.

C. Authorize System

To enhance data security, you may authorize certain systems to operate this software

(Image 46). 

If any user has been created with Login with Authorized System only option checked, he/she 

will only be able to login with authorized systems.

Note: To authorize the system, the E-Burette connectivity with the system is mandatory.

D.  SMTP Configuration (similar to onboarding step 3)

This setting allows the user to change SMTP configuration which will be used to send emails 

to all users from the software application.

*Refer to onboarding step 3 on how to set the SMTP for different domains.

E. Company Profile (Similar to onboarding step 1)

Users with permission to view this configuration option may make any required changes to the 

company details which include the company's address, logo and contact information. 

F. Role Creation and Configuration

Access to this option allows the creation of a new role or edition of an existing one. It is similar 

to on-boarding step 4. 

The user can view the details of the assigned permissions by clicking on the 'View Detail' button

 (Image 47).
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(Image 43)

(Image 44)

(Image 45)

(Image 46)

(Image 47)
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One can view the role configuration- role name, assigned user view and experiment view 

rights, and assigned role creation permission. This information can be modified by clicking on 

the 'Edit' button (Image 48).

4.6 Experiments

A. Create SOP

SOPs/Standard Operating Procedures maintain consistency and help carry out the procedures 

correctly and promptly. These procedures can be viewed by all users in the system.

To create a new SOP for your experiment: 

• Click on Create SOPs

• Enter the SOP title

• Enter the Steps

• Click on Submit

You may also view or print/edit/delete any steps after the SOP is saved (Image 49).

B. Create or view experiment

To create a new experiment:

• Click on “Start New Experiment” button (Image 50).

Note: The E-Burette connectivity is mandatory for the experiment  . (Image 50)

• Depending on the type of experiment you want to perform, you may choose either 

  'Start Volumetric Titration' or 'Start Assay Titration'. Select the available com port to establish 

   the connection between the E-Burette and the software (Image 51).

 

If the connection is successful, it will redirect you to the experiment page (Image 52).

The experiment page will automatically capture the device details (model number, serial 

number of the device, volume range of the burette, and its status). The user may additionally  

enter the Batch Number and Instrument ID. 

The user may then enter the experiment title and experiment description to start the experiment. 

They may also enter additional experiment notes for future reference.

Note: The fields marked with '*' are mandatory.  
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(Image 48)

(Image 49)

(Image 50)

(Image 51)

(Image 52)



A. Volumetric Titration 

It is used to prepare and standardize the different volume standards.

It helps in calculating the factor value of the analyte which can then be used to calculate the 

assay (Image 53).

There are 5 inputs and outputs relevant to Volumetric Titrations (Image 54).

1.  Weight Of Analyte- The substance which is used to prepare the standard solution. 

The user will have to enter its weight in mg.

2.  Equivalent Weight Factor Of Titrant- It is the gram equivalent weight of the substance which 

is used to prepare the standard solution. This is a unitless quantity.

3.  Actual Molarity/Normality of Titrant- The actual/calculated molarity or normality of the titrant, 

of which standard solutions need to be prepared. This must be entered by the user. 

The default unit considered is Molar or Normal.

4.  Average Titre Value- This is the total average value of the titration performed. These values 

will be fetched when readings are added to the software by clicking the ADD button from the 

E-Burette panel. The unit of average titer value is in ml.

5.  Factor Value of Titrant- This is the ratio of two concentrations. The actual value of the titrant 

is calculated to the theoretical value of the titrant (given). Once the input values are entered by 

the user and titre values are transferred to the software, the factor value will be calculated 

automatically. 

Once all required readings have been transferred from the E-Burette, the user may SAVE the 

experiment report. 

B. Assay Titration 

The assay titration is used for titrating and evaluating the biological samples  

(Image 55).

The first step is to select whether the user wants to titre blank or not (Image 56).

Assay titrations have the following 6 inputs and outputs (Image 57):

1.  Weight Of Analyte- The substance of which assay needs to be performed. 

Please enter its weight in grams

2.  Equivalent Weight Factor Of Analyte- It is the gram equivalent weight of the substance of 

which assay needs to be performed. This is a unit less quantity.

3.  Factor Value of Titrant- The factor value used here is calculated at the time of preparation of 

volumetric standards. It is the ratio of two concentrations, therefore, this is a unit less quantity.
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(Image 53)

(Image 54)

(Image 55)

(Image 56)

(Image 57)



4.  Average Titre Value of Blank- This is the total average value of the blank titration performed. 

These values will be fetched when readings are transferred by clicking on the ADD button  

from the E-Burette panel.

This is automatically calculated by the software. The unit of average titer value is in ml.

5.  Average Titre Value of Sample- This is the total average value of the sample titration 

performed. These values will be fetched when readings are transferred by clicking on the ADD button 

from the E-Burette panel.

This is automatically calculated by the software. The unit of average titer value is in ml.

6.  Assay of Analyte- This is final output and is calculated when all the input values are entered by 

the user. Once the experiment is complete, the user may SAVE the report. 

C. Edit Experiments and Versions

The author can make changes to any previously performed experiment. 

Any edit will create a new version of the same experiment while retaining the original version 

for back traceability. 

Note: The edits can be made with the same type of experiments. For example, edits made to 

a volumetric titration will be volumetric titration only. The same is applicable for assay titrations. 

It has to be noted that blank computation cannot be edited.

To make an edit to an experiment:

• Click on the 'View' button of the experiment performed (Image 58).

• Click on the 'Edit' button and it will redirect you to the performed experiment (Image 59).

•  You can add or delete the readings by clicking on 'X' (Image 60).

The user can save the changes by clicking on 'SAVE'.

The user can click on the 'BACK' button  if they don't want to make any changes. It will redirect 

them to the main page of the experiment.

The changes made to the experiment will be saved as a new version (Image 61).

25 26

(Image 58)

(Image 59)

(Image 60)

(Image 61)
Note: The edits will always be made to the most recent versions. 



D.  Experiment Reports

• To view the experiment report, go to the experiment list and click on the 'View' button 

   corresponding to the relevant experiment (Image 62).

• You may also 'Quick Search' your experiments. 

• The experiment report will include the company details (as entered by the user), print time  and date, 

  device detail (device id, device capacity), author details, creation date, reviewer information, and other 

  experiment computation details (Image 63).
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(Image 62)
(Image 64)

(Image 65)

(Image 63)

(Image 66)

Note: Since this is an electronically generated report, therefore, no signature is required.



A dialog box will appear, where you may approve or reject the experiment. You may also enter 

a remark as feedback to the author or for future reference (Image 67).

• After reviewing the experiment, the review status will be visible on the report along with 

the reviewer's details, review date / time and reviewer's comment  (Image 68).

• Once the experiment has been reviewed, its status will be updated in the list of experiments 

section (Image 69) .

4.7 Audit Trail

Audit trail records minute-to-minute details and activity performed on the software. 

The following major actions are included in the audit trail (not exhaustive):

1.  User Login and Logout Activity

2.  Company Profile Modifications

3.  Password and Configuration Updation  

4.  Creating and Disabling User(s)

5.  Permission Modifications and Authorizations

6.  Created and Updated SOP

7.  New Experiments

8.  Failed Experiments

9.  Reviewed Experiments

Note that the audit trail can only be accessed by users who have been granted access during 

user creation. The 'Quick Search' option allows you to filter and view the data as required

(Image 70).
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(Image 67)

(Image 68)

(Image 69)

(Image 70)
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